SOUTH TEXAS DEVELOPMENT COUNCIL
PUBLIC SAFETY PROGRAM

2023 HOMELAND SECURITY
APPLICATION WORKSHOP



AGENDA

* Introduction

* 2023-2024 Request for Application (RFA) Review
 Civil Rights Compliance

* Review of Regional Process

* Review of Project Proposal Form

* Application Development

* Important Dates
 Comments/Questions/Concerns

* Adjourn




INTRODUCTION
ANNUAL HOMELAND GRANT WORKSHOP

* Today January 5, 2023

* Purpose: To ensure SHSP applicants are knowledgeable on the STDC and OOG-PSO
Homeland Security Grants Division application process

* Goal: To ensure that all SHSP applicants in the region go through the STDC process
and are recommended for funding



2023-2024
REQUEST FOR
APPLICATIONS

GENERAL OVERVIEW



2023 REQUEST FOR APPLICATIONS (RFA)

Eligibility Requirements
1. Adoption and Implementation of NIMS
2. Current Emergency Management Plan. Annex P, T & U are now required.
3. 90% criminal history disposition reporting by August 1, 2023
Current on reporting Part [ violent crime data to DPS

5. Must be registered in the System for Award Management (SAM) and have Unique
Entity Identifier (UEI) assigned to the agency (UEI replaced DUNS number)

6. Section 10.0 Compliance Documentation




2023 REQUEST FOR APPLICATIONS (RFA)

Financial Documents
e State or Federal ID #

* Direct Deposit documents (found under Grant/Vendor Tab). These documents
must be uploaded before submission.

Resolution
» All applicant organizations must get a Resolution signed by their governing body.

» Approved resolutions must be UPLOADED before you Submit and Certify your
application.




2023 REQUEST FOR APPLICATIONS (RFA)

New Certifications

Following the 87" Legislative Session, HB 2462 amended Chapter 420, Government
Code, to require certain entities to participate in DPS’ Sexual Assault Evidence Tracking
Program.

The program tracks the status and location of sexual assault kits through various stages
of the criminal justice process, allowing entities involved in the handling of the evidence
to update the status and location of evidence, and allow survivors to anonymously track
or receive updates on the status of evidence.




2023 REQUEST FOR APPLICATIONS (RFA)

New Certifications cont’d

* Entities That Collect Sexual Assault/Sex Offense Evidence or Investigate/Prosecute
Sexual Assault

* Any facility or entity that collects evidence for sexual assault or other sex offenses or
investigates or prosecutes a sexual assault or other sex offense for which evidence has
been collected, must participate in the statewide electronic tracking system developed
and implemented by the Texas Department of Public Safety.

e Visit DPS’s Sexual Assault Evidence Tracking Program website for more information or to
set up an account to begin participating.



https://www.dps.texas.gov/section/crime-laboratory/sexual-assault-evidence-tracking-program

2023 REQUEST FOR APPLICATIONS (RFA)

TRACK (((du#*
Track-Kit - Sign In

Please enter your Track-Kit login credentials below.

Email Address * ©
Password * &

Contact Support

Forgot your password?

How do | get an account?

NOTICE: You are accessing a Texas Department of
Public Safety system for tracking evidence related to a
sexual assault. System usage may be monitored.
recorded, and audited. Any unauthorized use is
prohibited and subject to criminal or civil penalties. By
using this system, you consent to these actions.




2023 REQUEST FOR APPLICATIONS (RFA)

General Standards

Grantees must comply with:

* Texas Grants Management Standards (TxGMS)

* Federal Uniform Grant Guidance (2 C.F.R. Part 200)

 All statues, requirements, and guidelines applicable to their funding stream

* 00G, PSO Guide to Grants in eGrants




2023 REQUEST FOR APPLICATIONS (RFA)

* Purpose: The purpose of the SHSP is to support state, tribal and local preparedness
activities that address high-priority preparedness gaps across all core capabilities
where a nexus to terrorism exists. All investments must be consistent with
capability targets set during the Threat and Hazard Identification and Risk
Assessment (THIRA) process, and gaps identified in the Stakeholder Preparedness
Review (SPR).

* The grant must be for mitigating against, prevention of, protection against, response
to, or recovery from a terrorism incident. The grant may cover other emergency
management issues, but it must primarily be for terrorism.

* The application submitted must be for the purpose of increasing regional resilience.
(An ability to recover quickly)




2023 REQUEST FOR APPLICATIONS (RFA)

SHSP Regular Activities SHSP-LETPA

* Activities must have a nexus to terrorism- * Activities must have a direct relation to

: terrorism-
* Prevention

S Protechion Prevention

. Mitigation * Protection
 Response Funding Levels
* Recovery e Minimum funding levels: $2,500

Funding Levels * Maximum: None

e Minimum funding levels: $2,500

e Maximum: None




2023 REQUEST FOR APPLICATIONS (RFA)

SHSP- Competitive National Priority Area Projects

* Funding under this announcement will be awarded on a competitive basis for
projects aimed at Combating Domestic Violence Extremism and Enhancing
Cybersecurity.

 Activities must intend to support investments that improve:

* Prevention, Protection, Mitigation, Response, Recovery
Funding Levels:
e Minimum funding levels: $2,500

e Maximum: None



2023 REQUEST FOR APPLICATIONS (RFA)

Investment (Activity) Areas- Must Select Only ONE (1)
* Addressing Emerging Threats (FEMA NP)

* Emergency Operations Centers and Technology

Information & Intelligence Sharing/Cooperation (FEMA NP)

Interoperable Emergency Communications (NOT LETPA)

 Community Preparedness and Resilience

Protection of Soft Targets/Crowded Places (FEMA NP)

Support of First Responder Capabilities




2023 REQUEST FOR APPLICATIONS (RFA)

Previous Allocations

2016 SHSP - $328,238.28

2017 SHSP - $353,032.41
(additional LETPA)

2018 SHSP - $341,016.41
2019 SHSP - $330,208.06
2020 SHSP - $319,311.62
2021 SHSP - $280,595.09

e 2022 SHSP - $206,590.89
Estimated FY2023 Funding

$268,832.53 based on 2020-2022 avg
Subject to change with FEMA NOFO

*OO0G statewide set aside reduced from
15% to 6% for Cybersecurity and
domestic violence extremism. These
applications will not be reviewed by
COG/HSAC.




REQUEST FOR APPLICATIONS (RFA)

The PSO will not provide regional allocation estimates for FY 2023 due
to federal level changes

Regions may consider using the FY 2022 allocation and/or their 3- year
average provided in June as a range of funding for planning.

Regional Funding Expectations

 Regions receivin% between $150,000 and $250,000, will need to
allocate 30% of allocation for LETPA projects.

* Regions receiving more than $250,000, will have the 30% LETPA
requirement, as well as:
* 3% for Soft Targets/Crowded Places
* 3% for Information/Intelligence Gathering
* 3% for community preparedness and resilience.



2023 REQUEST FOR APPLICATIONS (RFA)

* Projects don’t need to be ranked by National Priorities.

« HSGD will work to follow each region’s prioritizations/rankings when selecting the
region’s conditionally approved projects, which are those that are ultimately
included in the state’s federal application.

* HSGD may need to select lower ranked NP area projects if those projects are needed
to help the state meet federal minimums.

* LETPA Requirement is still in place. LETPA projects could fit under one or more of
the NP areas.




National Priority Area

Core Capabilities

DHS/FEMA Examples

Texas SAA PSO Examples

Combating Domestic Violent
Extremism

* Interdiction and disruption
* Screening, search and
detection

* Physical protective measures
* Intelligence and information
sharing

* Planning

* Public information and
warning

» Operational coordination

* Risk management for
protection programs and
activities

Open source analysis of
misinformation campaigns,
targeted violence and threats to
life, including tips/leads, and
online/social media-based threats
Sharing and leveraging intelligence
and information, including open
source analysis

Execution and management of
threat assessment programs to
identify, evaluate, and analyze
indicators and behaviors indicative
of domestic violent extremists
Training and awareness programs
(e.g., through social media,
suspicious activity reporting [SAR]
indicators and behaviors) to help
prevent radicalization

Training and awareness programs
(e.g., social media, SAR indicators
and behaviors) to educate the
public on misinformation
campaigns and resources to help
identify & report potential
domestic violent extremism

. Suspicious Activity
Reporting (SAR)

. Intelligence Analysts
focused on DVE

. Open source and social
media monitoring

. Training and awareness

programs (e.g., through
social media, suspicious
activity reporting [SAR]
indicators and behaviors)
to help prevent
radicalization




National Priority Area

Core Capabilities

DHS/FEMA Examples

Texas SAA PSO Examples

Enhancing Cybersecurity

e Cybersecurity

¢ Intelligence and information
sharing

* Planning

e Public information and
warning

» Operational coordination

* Screening, search, and
detection

* Access control and identity
verification

e Supply chain integrity and
security

* Risk management for
protection programs and
activities

* Long-term vulnerability
reduction

* Situational assessment

e Infrastructure systems

¢ Operational communications

. Cybersecurity risk

assessments

. Migrating online services to
the “.gov”

. internet domain

. Projects that address
vulnerabilities

o identified in cybersecurity
risk

. assessments

o  Improving
cybersecurity of
critical
infrastructure to
meet minimum
levels identified by
the Cybersecurity
and

o Infrastructure
Security Agency
(CISA)
Cybersecurity
training and planning

(@]

(@]

. Cybersecurity risk

assessments

. Cybersecurity Training

. Cybersecurity Software
(licenses, services)

® Cybersecurity Hardware
(Firewalls, backup servers,
etc.)

° Intrusion Testing




National Priority Area

Core Capabilities

DHS/FEMA Examples

Texas SAA PSO Examples

Enhancing the
Protection of
Soft Targets/
Crowded Places

» Operational coordination

e Public information and
warning

¢ Intelligence and information
sharing

e Interdiction and disruption
e Screening, search, and
detection

» Access control and identity
verification

* Physical protective measures
* Risk management for
protection programs and
activities

. Operational overtime
. Physical security
enhancements
o  Closed-circuit
television (CCTV)

O  security cameras

O

Security screening
equipment for
people and baggage
Lighting

Access controls
Fencing, gates,
barriers, etc.

Q0 QG

° SWAT equipment

° Tactical gear for NIMS typed
teams

o Personal Protective
Equipment (PPE)

° Night Vison

> Access Control and/or
credentialing equipment

° Security Cameras

° Metal Detectors (i.e.
installed at critical
infrastructure)

o Physical protective

measures




National Priority Area

Core Capabilities

DHS/FEMA Examples

Texas SAA PSO Examples

Information and Intelligence
Sharing/Cooperation

* Intelligence and information
sharing

e Interdiction and disruption

* Planning

* Public information and
warning

* Operational coordination

* Risk management for
protection programs and
activities

Fusion center operations
(Fusion Center project will
be required under this
investment, no longer as a
stand-alone investment)
Information sharing with all
DHS components; fusion
centers; other operational,
investigative, and analytic
entities; and other federal
law enforcement and
intelligence entities
Cooperation with DHS
officials and other entities
designated by DHS in
intelligence, threat
recognition, assessment,
analysis, and mitigation
Identification, assessment,
and reporting of threats of
violence

Joint intelligence analysis
training and planning with
DHS officials and other
entities designated by DHS

. Fusion Center support
(analysts, analyst training,
software/hardware, other
costs necessary to meet or
maintain federal and state
standards, etc.)

. Data exchange platform(s)




National Priority Area Core Capabilities DHS/FEMA Examples Texas SAA PSO Examples
Addressing e Interdiction & disruption . Sharing and leveraging . Bomb/EOD Team
Emergent * Screening, search and intelligence and equipment

Threats detection o information o UAS Detection equipment

* Physical protective measures
* Intelligence and information
sharing

* Planning

e Public Information and
Warning

* Operational Coordination

UAS detection technologies
Enhancing WMD and/or
improvised explosive device
(IED) prevention,
detection, response and
recovery capabilities
Chemical/Biological/Radiologi
cal/
Nuclear/Explosive (CBRNE)
detection, prevention,
response, and
recovery equipment

2 HAZMAT equipment




2023 REQUEST FOR APPLICATIONS (RFA)

Project Period: Grant-funded projects must begin between September 1, 2023and March
1, 2024, and expire on or before August 31, 2024. Additional guidelines are noted below:

* Project periods should be structured so that projects that include grant-funded salaries
and/or annual recurring costs do not overlap with the project periods of previous or
future grant awards with the same costs.

* Project periods should be structured so that grants with grant-funded salaries or annual
recurring costs are on a 12 or 24-month grant cycle/performance period.

* Project periods for equipment only projects are generally awarded for a 6-to-12-month
grant period.

* HSGD will consider proposed start or end dates falling outside of these guidelines on a
case-by-case basis.




2023 REQUESTS FOR APPLICATIONS

Prohibitions of Grant Funds

* vehicles or equipment for government agencies that are for general agency
use and/or do not have a clear nexus to terrorism prevention, interdiction,
and disruption (i.e. mobile data terminals, body cameras, in-car video
systems, or radar units, etc. for officers assigned to routine patrol; general
firefighting equipment or uniforms);

* weapons, ammunition, tasers, weaponized vehicles or explosives (exceptions
may be granted when explosives are used for bomb squad training);

* weapons accessories to include but not limited to optics/sights, laser aiming
devices, ammunition pouches, slings, rifle bags or other accessories
designed for use with any firearms/weapon;




2023 REQUEST FOR APPLICATIONS (RFA)

* “Buy America” preferences in effect January 2, 2023

* Executive Order on Advancing Effective, Accountable Policing and
Criminal Justice Practices to Enhance Public Trust and Public Safety
(includes a section that brings back controlled equipment)

* Prohibited and Controlled Equipment per Executive Order

* New State Requirements

* Local units of government must comply with the Cybersecurity
Training requirements described in section 772.012 and section

2054.5191 of the Texas Government Code.



https://drj.com/industry_news/buy-america-preferences-go-into-effect-jan-2-2023-for-fema-grant-programs/#:%7E:text=%E2%80%98Buy%20America%E2%80%99%20Preferences%20Go%20Into%20Effect%20Jan.%202%2C,under%20the%20Build%20America%2C%20Buy%20America%20Act%20%28BABBA%29.
https://dir.texas.gov/information-security/statewide-cybersecurity-awareness-training

REQUEST FOR APPLICATIONS (RFA)

Final Office of the Governor (OOG) Review

* OOG has final say on all projects; Can choose to not fund a
project if they judge it to not be eligible for whatever reason

- De-obligated funds will no longer be returned to COG

 Possibility of low-ranked projects being funded with de-
obligated funds from older fiscal years

 Possibility of low-ranked projects being funded to meet
national priority area (NPA) obligations




CIVIL RIGHTS
COMPLIANCE




CIVIL RIGHTS

Agencies should have information readily accessible to employees and
the public regarding federal civil rights laws and information on how to
file a discrimination complaint with the Public Safety Office (PSO) and
the Federal Office for Civil Rights. For more information on
understanding your rights and obligations you may access the Office for
Civil Rights at: http://www.0jp.usdoj.gov/about/offices/ocr.htm .

A copy of the Office of the Governor’s “Civil Rights Training for
Recipients of Federal Grant Funds” is included in the USB



CIVIL RIGHTS COMPLIANCE

Federally Protected Rights * Gender

* Race  Sexual Orientation
* Color * Religion
* National Origin * Disability

* Sex * Age



CIVIL RIGHTS COMPLIANCE

- Title VI of the Civil Rights Act of 1964 (race, color, national origin)

- Title VIII of the Civil Rights Act of 1968 (race, color, national origin,
religion, disability, sex)

* Title IX of the Education Amendments of 1972 (sex in educational
programs)

» Section 504 of the Rehabilitation Act of 1973 (disability)
» Age Discrimination Act of 1975 (age)

* Titles I, Il, and Il of the Americans with Disabilities Act of 1990
(disability)



CIVIL RIGHTS COMPLIANCE

* All projects must comply with Civil Rights
Laws

* Applies to all operations of the organization

* Cross Cutting Statues apply to ALL Federal
Funding



 REGIONAL
~ PROCESS




REGIONAL PROCESS

A I e December 12,2022
Application Workshop e January 5, 2023
Proposal Deadline e January 20, 2023- 5 PM
HSAC Meeting e February 2, 2023

Select Proposals, Rank Projects, Submit Recommended Funding Amount

Notification of Acceptance e Within 14 dayS of HSAC’s decision

Submit and Certify Application on eGrants [&4 Feb ruary 9, 2023- 5 PM




REGIONAL PROCESS

HSAC members will rank within the following
categories:

* Regional Projects

* LETPA Projects

* Regular Projects



REVIEW OF
PROJECT
PROPOSAL FORM



PROJECT PROPOSAL FORM

= Excel Document - Remember to “"Enable Content”

" ;5 Tabs
= Profile
= Narrative
" Project Activity
" Budget
* Budget Continued

= Designed to include major information from eGrants application
* Flagged Cells have special notes

= Save and email to homeland@stdc.cog.tx.us



mailto:homeland@stdc.cog.tx.us

APPLICATION
DEVELOPMENT

SAMPLE



APPLICATION DEVELOPMENT

Project Summary: This project will upgrade 4 of County's repeaters that are
reaching the end of their service life creating issues with transmitting in the field. All
new repeaters will be P25 and digitally compliant. This project will support
operational communications for County Sheriff's office by improving

interoperability with neighboring communities during a response to terror related

events.



APPLICATION DEVELOPMENT

Problem Statement: County Sheriff's Office and all of County faces a multitude of
threats and hazards that can cause the loss of life and property and create further economic instability. The
greatest threats faced by throughout the County and region in terms of severity and resulting impact are
disease pandemics (THIRA pg 8), chemical releases (THIRA pg 11), and acts of mass violence and terrorism
(THIRA pg 23) and active shooter (THIRA pg. 9 & 26). Additionally, the region is susceptible to dam failure
(THIRA pg 19), explosive device attacks (THIRA pg 9 & 26), and cyber security attacks (THIRA pg 19).

Because of all of these threats it is important to communicate. Current communication capabilities of the
County radio and repeater systems are suffering from decreasing reliability and older technology
that is not transmitting properly in the rural areas of the county. When replacing failing equipment, we will
update to SWIC standards to keep up with modern dispatching capabilities to enable better response and
communication with other agencies around them. The newer software/equipment will also be an improved
asset against Cyber security attacks. All Threats and Hazards require communication between responding
agencies during an incident. Upgrading repeater equipment to current technology will aid in the move to
respond more efficiently and safely for first responders and improve local and state interoperability.




APPLICATION DEVELOPMENT

Existing Capability Levels: County has 4 repeaters that are used by the
sheriff's office. These repeaters are currently at the end of life and are failing to transmit
properly. They are not currently digital and need to be upgraded by SWIC standards when
replaced.

Capability Gaps: County is currently at a capability level three with the
capability in Operational Communications (per SRA page 6). Anderson County is currently
operating with repeaters that are twelve years old, failing to transmit and are not P25
digital. There are two areas in the county where the current repeater system does not
efficiently transmit. These areas (one in the north end and the other in the south end of the
county), are the majority of the time incapable of transmitting to law enforcement and VFD
radios. With these "dead spots" it creates a capability gap in Operational Communications.




APPLICATION DEVELOPMENT

Impact Statement: This project will significantly impact our first responders because
of the issue with communicating with the SO. Upgrades will allow us to

replace failing equipment that is causing a safety issue and upgrade to P-25 Digital
radio equipment per SWIC standards. This will greatly impact County and

the SO allowing them to purchase the radios to close the risk/gap that exists because
of the needed replacement of failing equipment. This will save lives of victims and
responders.

Homeland Security Priority Action: 4.3.3 Ensure radio systems, owners, and users
are in compliance with the Statewide Communications Interoperability Plan.




APPLICATION DEVELOPMENT

Target Group: The target groups that will benefit from the improvements of the repeater

communication systems are County Sheriff's Office, City of ETC.....
Public Safety agencies in the County that will benefit are County Sheriff’s
Office, SWAT team, Dive team, First Responders (13 local VFD’s), EMS, County

Commissioners, Texas Forest Service, and Texas Dept. of Public Safety. These agencies all
currently use the existing equipment to communicate throughout the county. With the new
equipment we will be able to expand communications capability to critical response areas
in County and increase officer safety.

Long-Term Approach: The improved repeater communication systems will enable
communications in all areas of County. With the assistance of federal or state funds,

County can bring their communications systems up to date and improve officer
and first responder safety during an event.




~ IMPORTANT
~ DATES




IMPORTANT DATES

* PROPOSAL DEADLINE: January 20, 2023 by 5
PM

* HSAC Prioritization Meeting: February 2nd

* Application Submission and Certification
deadline: February 9% by 5 PM on eGrants



IMPORTANT DATES

 Accept the funding in eGrants in October
* General Assessment will be due in November
- Be aware of notifications from OOG on status reporting

- Update officials as necessary to ensure your agency maintains
access to the grant in eGrants

» Liquidation date: typically, 90 days after project end date unless
project is being funded with funds from a previous fiscal year

* Come to COG Staff with any questions/concerns



-
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WHAT’S ON YOUR
MIND?




CONTACT INFORMATION

STDC 00G-eGRANTS

 Juan E. Rodriguez, Executive Director  eGrants Help Desk Phone: 512-463-1919
jerodriguez@stdc.cog.tx.us

» eGrants Help Desk Email:

* General Questions & Proposal eGrants@gov.texas.gov
submission: homeland@stdc.cog.tx.us

» https://eGrants.gov.texas.gov/contactpage
e Tel.956-722-3995, ext. 118 -aSpX



mailto:jerodriguez@stdc.cog.tx.us
mailto:homeland@stdc.cog.tx.us
https://egrants.gov.texas.gov/contactpage.aspx
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